MANUAL DE INSTALACION

VPN IPSEC CHECKPOINT

1. Ingresar al link wusando un navegador diferente a Internet Explorer
https://sandia.uninorte.edu.co/correos/Vpn/E80.64 CheckPointVPN.msi y descargar el
archivo instalador E80.64_CheckPointVPN.

2. Abrir el archivo instalador y hacer clic en el boton Next.

ﬁ Check Point WYPN Installation Wizard — ot

Welcome to Check Point VPN Installation Wizard

Installation Wizard will install Check Point VPN on your
computer. To continue, click Mext.

J&1 Check Point’

SOFTWARE TECHNOLOGIES LTD

Back [ mext || cancel



https://sandia.uninorte.edu.co/correos/Vpn/E80.64_CheckPointVPN.msi

3. Seleccionar la opcion Endpoint Security VPN y hacer clic en el botdn Next.

ﬁ Check Point WPM Installation Wizard

Client Products

E! Check Point’

SOFTEARE TECHHOLOGIES LTD:.

Choose a product to install

(®) Endpoint Security VPN
Enterprize Grade Remote Access Client, including basic Endpoint
Security Features (Recommended for SecureClient replacement).

i) Check Point Mobile
Enterprize Grade Remote Access Client.

(::l SecuRemote
Basic Remote Access Client.

Back MNext Cancel

4. Aceptar el acuerdo de licenciamiento y hacer clic en el botén Next.

ﬁ Check Point WYPN Installation Wizard

License Agreement

E! Check Point’

SOFTELRL TECHROLOGIES LTD.

Pleaze read the following license agreement carefulhy.

Software License Agreement & Limited Hardware Warranty ”
Check Point Software Technologies Ltd.

PART I- SOFTWARE LICENSE AGREEMENT

This License Agreement (the “Agreement”) is an agreement between you (both
the individual installing the Product and any legal entity on whose behalf such
individual is acting) (hereinafter *You™ or *Your’) and Check Point Software
Technologies Ltd. (hereinafter “Check Point).

@ | accept the terms in the license agreement

Cl | do not accept the terms in the license agreement

= carce




5. Hacer clic en el botdn Install.
Nota: Es posible que se soliciten credenciales de administrador. Si el equipo es un activo de
la universidad por favor contactar al Centro de Soluciones Uninorte.

ﬂ Check Point VPM Installation Wizard — pod

Destination Folder

!E‘! Check Point’

Click Next to install, or click Change to install to a different folder.

SOFTERARE TECHHOLDGES LT

Q In=tall Check Point VPN to:
C:\Program Files (x86)\CheckPointiEndpaint Connectl

Back || ®mstal | | Cancel

6. El proceso de instalacion iniciara.

ﬂ Check Point WYPN Installation Wizard —

Installing Check Point VPN

E! Check Point’

SOFTEARE TECHROLOGIES LT

The program features yvou selected are being installed.

Please wait while Check Point WPH is being installed. This may take several
minutes.

Status: Updating component registration

Back Next Cancel



7. Al finalizar la instalacion hacer clic en el botdn Finish.

ﬂ Check Point WYPN Installation Wizard

Installation Wizard Completed

Check Peint WPN ig successfully installed on yvour computer.
Click Finish to exit the wizard.

J&1 Check Point’

SOFTWARE TECHNOLOGIES LTD

. Back [ Fnsh || cancel

8. Aparecerd un mensaje solicitando el reinicio del equipo. Cerrar todas las aplicaciones que
se encuentren abiertas y luego hacer clic en el botén YES.

;E Check Point WPM Installer Information

You must restart vour system for the configuration
changes made to Check Point WPN to take effect. Click

“'es to restart now or No if you plan to manually restart
later.
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9. Una vez reiniciado el equipo, hacer clic derecho en el icono del cliente VPN (candado)
ubicado en la barra de tareas y seleccionar la opcidn Connect.

Connect
Connect to...
VPN Options

Help »

Show Client
Shutdown Client

A 1) ESP

10. Se solicitara crear un sitio de VPN. Hacer clic en el botdn YES.

i Check Point Endpoint Security oy

Mo site is configured. Would you like to configure a new site?




11. Aparecera el asistente de configuracion. Hacer Clic en el boton Next.

3 Site Wizard e

Welcome to the Site Wizard

The wizard will guide you through the configuration of
a new site for the VPN dient.

Back Cancel Help

12. Se solicitara ingresar la informacion del Servidor y del nombre de la conexién. Ingresar los
valores como se muestran en la imagen y hacer clic en el botén Next.

5 Site Wizard e
Welcome to the Site Wizard ,___:1
A zibe iz pour gateway to netwark, resources. ’a
—

To continue, fill in the required information and dick next.

Server address or Name: |vpn.uninu::rte.edu.u:n |

Display name: | wpn.uninorte, edu.co |

Back Mext Cancel Help



13. Aparecerad un mensaje de Seguridad. Hacer clic en el botén Trust and Continue.

(& Check Point Endpeint Security x

Endpoint Security’ &1 Check Point

SOFTWARE TECHMOLOGIES LTD:

v The site's security certificate is not trusted!

While verifying the site's certificate. possible security risks were discovered.
Press "Details” for more information.

Check Poirt Endpoint Security is connecting to site:

| * uninorte edu.co |

Which has the following fingerprint:
|D|F‘ SLOW HEAR NON TAUT NASH FLED HARK LAIR THIM DIG SLAT |

We strongly recommend that you cortact your system administrator about these issues. By
clicking "Trust and Continue”, you confirm that you are aware of the risks and agree to
cantinue.

|Tn..|st and Cuntinu&| | Cancel




14. Seleccionar el método de autenticacién Username and Password y hacer clic en el botén

Next.
3 Site Wizard e
Authentication Method e
Select the authentication method ko be uzed. ' .
—

(® Username and Password

Click if you use an account name and password.

() Certificate
Click if you use Hardware tokens or any other certificate type.

D SecurlD
Click if you use RSA SecurlD,

(") Challenge Response

Click if you are reguired to provide different responses to a challenge.

() Secure Authentication API (SAA)
Click if you use third party authentication,

Back Mext Cancel Help

15. Se notificara la creacidn del sitio de manera correcta. Hacer clic en el botdn Finish.

5 Site Wizard =

Site created successfully

Back Cancel Help



16. Aparecera un mensaje preguntando si quiere conectarse en ese momento a la VPN. En caso de
ser asi dar clic en el boton Yes.

fij Check Point Endpeint Secu... X

Would you like to connect?




